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Abstract

Enrol | ment over Secure Transport (EST) [RFC7030] is used as a
certificate managenent protocol over HTTPS.

Lowresource devices often use the |ightweight Constrained
Application Protocol (CoAP) [RFC7252] for nessage exchanges. This
docunent defines how to transport EST payl oads over secure CoAP (EST-
coaps). This allows |owresource constrained devices to re-use

exi sting EST functionality. Exanple |owresource use cases for EST
are: secure bootstrapping and certificate enroll nent.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 1, 2018.
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1. Introduction

Enrol I ment over Secure Transport (EST) [RFC7030] is used for

aut henti cat ed/ aut hori zed endpoint certificate enrollnent (and
optionally key provisioning) through a Certificate Authority (CA) or
Regi stration Authority (RA). This functionality is also needed for
| ow resource devi ces.

"Classical" EST uses HITPS and this specification defines a new
transport for EST using CoAP. It also profiles the use of EST to a
smal | er subset.

| Pv6 over Low power Wrel ess Personal Area Networks (6L0WPANS)

[ RFC4944] on | EEE 802.15.4 [ieee802.15.4] wireless networks are
becom ng common in many industry application domains such as |lighting
controls. Although | EEE 802. 15. 4 defines how security can be enabl ed
bet ween nodes within a single nesh network, it does not specify the
provi si oni ng and managenent of the keys. Therefore, securing a
6LOWPAN network with devices fromnultiple manufacturers with
different provisioning techniques is often tedious and tine
consum ng. An exanple use case is the application of Bootstrapping
of Renote Secure Infrastructures (BRSKI)

[1-D.ietf-ani ma-bootstrappi ng-keyinfral]. The |ow resource aspects
are detailed for 6tisch in [I-D.ietf-6tisch-mninmal-security] and
[I-D.ietf-6tisch-dtsecurity-secure-join].

Constrai ned networks use DTLS [ RFC6347], CoAP [RFC7252], and UDP

i nstead of TLS [ RFC5246], HTTP [ RFC7230] and TCP. EST-coaps repl aces
the invocations of TLS and HTTP by DTLS and CoAP invocations thus
enabl i ng EST for CoAP-based | owresource devi ces.

Because the relatively | arge EST nessages cannot be readily
transported over constrained (6LOWPAN, LLN) w reless networks, this
docunent specifies the use of CoAP Bl ock-Wse Transfer ("Bl ock")
[ RFC7959] to fragnment EST nessages at the application |ayer.

1.1. EST operational differences
Only the differences to EST with respect to operational scenarios are
described in this section. EST-coaps server differs from EST server
as follows:

0 Replacenent of TLS by DTLS and HTTP by CoAP, resulting in:
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* DTLS-secured CoAP sessions between EST-coaps client and EST-
coaps server

o0 Only certificate-based client authentication is supported, which
results in:

* The EST-coaps client does not support HITP Basic authentication
(as described in Section 3.2.3 of [RFC7030]).

* The EST-coaps client does not support authentication at the
application layer (as described in Section 3.2.3 of [RFC7030]).

1.2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Many of the concepts in this docunent are taken over from [ RFC7030].
Consequently, nmuch text is directly traceable to [RFC7030]. The sane
docunent structure is followed to point out the differences and
commonal iti es between EST and EST- coaps.

2. Conformance to RFC7925 profiles

This section shows how EST-coaps fits into the profiles of |ow
resource devices as described in [ RFC7925].

EST-coaps can transport certificates and private keys. Private keys
can be transported as response to a request to a server-side key
generation as described in section 4.4 of [RFC7030].

The mandatory cipher suite for DILS is

TLS ECDHE _ECDSA W TH_AES 128 CCM 8 defined in [RFC7251] which is the
mandat ory-to-i npl enent ci pher suite in CoAP. Additionally, the curve
secp256r1l MJUST be supported [ RFC4492]; this curve is equivalent to
the NI ST P-256 curve. The hash algorithmis SHA-256. DITLS

i npl enent ati ons MUST use the Supported Elliptic Curves and Supported
Poi nt Formats Extensions [RFC4492]; the unconpressed point format
MUST be supported; [RFC6090] can be used as an inplenentation nethod.

The EST-coaps client MJUST be configured with an explicit TA dat abase
or at least an inplicit TA database fromits manufacturer. The

aut henti cati on of the EST-coaps server by the EST-coaps client is
based on Certificate authentication in the DILS handshake.

The authentication of the EST-coaps client is based on client
certificate in the DILS handshake. This can either be
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o DTLS with a previously issued client certificate (e.g., an
existing certificate issued by the EST CA); this could be a conmobn
case for sinple re-enroll nent of clients;

o DILS with a previously installed certificate (e.g., manufacturer-
installed certificate or a certificate issued by sone ot her

party);
3. Protocol Design and Layering

EST- coaps uses CoAP to transfer EST nessages, aided by Bl ock-Wse
Transfer [RFC7959] to transport CoAP nessages in bl ocks thus avoiding
(excessive) 6LOWPAN fragmentation of UDP datagranms. The use of

"Bl ock” for the transfer of larger EST nessages is specified in
Section 3.4. The Figure 1 bel ow shows the | ayered EST-coaps
architecture.

| EST request/response messages )
| GonP for message transfer and signaling |
| DTLS for transport security \
WP for tramsport T )
o m m o m o e e e e eeaao-os +

Figure 1. EST-coaps protocol |ayers

The EST-coaps protocol design follows closely the EST design. The
parts supported by EST-coaps are identified by their nessage types:

o Sinple enroll and reenroll, for CAto sign public client-identity
key.

o CAcertificate retrieval, needed to receive the conplete set of CA
certificates.

o CSR Attributes request nessages, inforns the client of the fields
to include in generated CSR

o0 Server-side key generation nessages, to provide a private client-
identity key when the client is too restricted or because of |ack
of an entropy source. |[EDNOTE: Encrypting these keys is
i mportant. RFC7030 specifies how the private key can be encrypted
with CVMS using synmetric or asymetric keys. Mention how
symmetric key can be derived for EST server side key generation
fromthe TLS KEM draft. ]
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3.1. Payload format

The content-format (nedia type equival ent) of the CoAP nessage
determ nes which EST nessage is transported in the CoAP payl oad. The
medi a types specified in the HITP Content-Type header (see section
3.2.2 of [RFC7030]) are in EST-coaps specified by the Content-Format
Option (12) of CoAP. The conbination of URI path-suffix and content-
format used for CoAP MUST map to an all owed conbi nati on of path-
suffix and nedia type as defined for EST. The required content-
formats for these request and response nessages are defined in
Section 8  The CoAP response codes are defined in Section 3.3.

EST-coaps is designed for use between | owresource devices using CoAP
and hence does not need to send base64-encoded data. Sinple binary
is nore efficient (30% 1| ess payl oad conpared to base64) and wel |
supported by CoAP. Therefore, the content formats specification in
Section 8 requires the use of binary for all EST-coaps Content-
Format s.

3.2. Message Bindings
This section describes the general EST CoAP nmessage characteristics.

It is RECOWENDED to use CoAP CON nessages. This reconmendati on does
not influence the conmunication efficiency because all EST-coaps
nessages expect a response.

The Ver, TKL, Token, and Message | D val ues of the CoAP header are not
i nfl uenced by EST.

CoAP options are used to convey Uri-Host, Uri-Path, Uri-Port,
Content-Format and nore in CoAP. The CoAP Options are used to
communi cate the HITP fields specified in the EST REST nessages.

EST URLs are HTTPS based (https://), in CoAP these wll be assuned to
be transformed to coaps (coaps://)

Appendi x A includes sone practical exanples of EST nessages
transl ated to CoAP.

3.3. CoAP response codes

Section 5.9 of [RFC7252] specifies the mapping of HTTP response codes
to CoAP response codes. Every tinme the HTTP response code 200 is
specified in [RFC7030] in response to a GET (POST) request, in EST-
coaps the equival ent CoAP response code 2.05 (2.01) MJST be used.
Response code HTTP 202 in EST is mapped to CoAP . . In

[1-D. hartke-core-pending] it is specified how nmultiple concurrently
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open requests may be handled. Al other HITP 2xx response codes are
not used by EST. For the follow ng HTTP 4xx error codes that may
occur: 400, 401, 403, 404, 405, 406, 412, 413, 415; the equival ent
CoAP response code for EST-coaps is 4.xx. For the HITP 5xx error
codes: 500, 501, 502, 503, 504 the equival ent CoAP response code is
5. XX.

3.4. Message fragnentation

DTLS defines fragnentation only for the handshake part and not for
secure data exchange (DTLS records). |[RFC6347] states that to avoid
using I P fragmentation, which involves error-prone datagram
reconstitution, invokers of the DTLS record | ayer SHOULD size DILS
records so that they fit within any Path MIU esti mates obtai ned from
the record layer. In addition, invokers residing on a 6LOWPAN over

| EEE 802. 15.4 network SHOULD attenpt to size CoAP nessages such that
each DTLS record will fit within one or two | EEE 802. 15.4 franes.

That is not always possible. Even though ECC certificates are snal
in size, they can vary greatly based on signature al gorithnms, key
sizes, and OD fields used. For 256-bit curves, common ECDSA cert

si zes are 500-1000 bytes which could fluctuate further based on the
algorithns, O Ds, SANs and cert fields. For 384-bit curves, ECDSA
certs increase in size and can sonetinmes reach 1.5KB. Additionally,
there are tinmes when the EST cacerts response fromthe server can
include nmultiple certs that anount to | arge payl oads. Section 4.6 of
CoAP [ RFC7252] describes the possible payload sizes: "if nothing is
known about the size of the headers, good upper bounds are 1152 bytes
for the nessage size and 1024 bytes for the payl oad size".

Section 4.6 of [RFC7252] al so suggests that |Pv4 inplenentations may
want to limt thenselves to nore conservative |Pv4 datagram sizes
such as 576 bytes. From [RFC0791] follows that the absolute m ni num
value of the IP MIU for IPv4 is as |ow as 68 bytes, which would | eave
only 40 bytes mnus security overhead for a UDP payl oad. Thus, even
with ECC certs, EST-coaps nessages can still exceed sizes in MU of
1280 for I Pv6 or 60-80 bytes for 6LOWPAN [ RFC4919] as explained in
section 2 of [RFC7959]. EST-coaps needs to be able to fragnent EST
nmessages into nultiple DILS datagranms. Fine-grained fragnmentation of
EST nessages i s essential .

To performfragnmentation in CoAP, [RFC7959] specifies the "Bl ockl"
option for fragnmentation of the request payload and the "Bl ock2"
option for fragnentation of the return payl oad of a CoAP fl ow

The BLOCK draft defines SZX in the Bl ockl and Bl ock2 option fields.

These are used to convey the size of the blocks in the requests or
responses.
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The CoAP client MAY specify the Bl ockl size and MAY al so specify the
Bl ock2 size. The CoAP server MAY specify the Bl ock2 size, but not
the Bl ockl size. As explained in Section 1 of [RFC7959]), bl ockw se
transfers SHOULD be used in Confirnable CoAP nessages to avoid the
exacerbation of |ost bl ocks.

The Sizel response MAY be parsed by the client as a size indication
of the Block2 resource in the server response or by the server as a
request for a size estimate by the client. Simlarly, Size2 option
defined in BLOCK shoul d be parsed by the server as an indication of
the size of the resource carried in Blockl options and by the client
as a maxi mum si ze expected in the 4.13 (Request Entity Too Large)
response to a request.

Exanpl es of fragmented nessages are shown in Appendix C
3.5. Deploynent limts

Al t hough EST-coaps paves the way for the utilization of EST for
constrai ned devices on constrai ned networks, sone devices will not
have enough resources to handle the | arge payl oads that cone with
EST-coaps. The specification of EST-coaps is intended to ensure that
EST works for networks of constrai ned devices that choose to limt

t heir communi cations stack to UDP/CoAP. It is up to the network
desi gner to decide which devices execute the EST protocol and which
not .

4. Discovery and UR

EST-coaps is targeted to | owresource networks with small packets.
Savi ng header space is inportant and an additional EST-coaps URI is
specified that is shorter than the EST URI

In the context of CoAP, the presence and | ocation of (path to) the
managenent data are di scovered by sending a CGET request to "/.well-
known/ core" including a resource type (RT) paraneter with the val ue
"ace.est" [RFC6690]. Upon success, the return payload will contain
the root resource of the EST resources. It is up to the

i npl enentation to choose its root resource; throughout this docunent
t he exanple root resource /est is used. The exanple bel ow shows the
di scovery of the presence and | ocation of managenent dat a.

REQ GCET /.well-known/core?rt=ace. est

RES: 2. 05 Cont ent
</est> rt="ace.est"
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The addi ti onal EST-coaps server URIs differ fromthe EST UR by
repl aci ng the schene https by coaps and by specifying a shorter
resource path nanes:

coaps: // ww. exanpl e. conf est/ short - nane

The CoAP short URI exists next to the URH defined in [ RFC7030].
coaps: // ww. exanpl e. cont . wel | - known/ est / est - nane
gﬁ%ps://mmmnexanple.coni.melI-knomn/est/ﬁwbitraryLabeI/est-nane
Figure 5 in section 3.2.2 of [RFC7030] enunerates the operations and

correspondi ng paths which are supported by EST. Table 1 provides the
mappi ng fromthe EST URI path to the shorter EST-coaps URl path.

S TR +
| EST | EST-coaps |
S R +
| /cacerts | /crts |
| /sinpleenroll | /sen |
| /sinplereenroll | /sren |
| /csrattrs | /att |
| /serverkeygen | /skg |
S R +
Table 1

When di scovering the root path for the EST resources, the server MAY
return the full resource paths and the used content types. This is
useful when nmultiple content types are specified for EST-coaps
server. For exanple, the follow ng nore conplete response is
possi bl e.

REQ GET /.well-known/ core?rt=ace. est

RES. 2. 05 Content
</est> rt="ace.est"
</est/crts> rt="ace.est";ct=TBD1
</est/sen> rt="ace.est";ct=TBD1l TBD4
</est/sren> rt="ace.est";ct=TBD1l TBD4
</est/att>, rt="ace.est";ct=TBM4
</est/skg> rt="ace.est";ct=TBDl TBD4 TBD2

The return of the content-types allows the client to choose the nost
appropriate one fromnultiple content types.
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5.

DTLS Transport Protocol

EST- coaps depends on a secure transport mechani smover UDP that can
secure (confidentiality, authenticity) the CoAP nessages exchanged.

DTLS is one such secure protocol. Wen "TLS" is referred to in the
context of EST, it is understood that in EST-coaps, security is
provi ded using DTLS instead. No other changes are necessary (al
provi si onal nodes etc. are the sane as for TLS).

CoAP was designed to avoid fragnentation. DITLS is used to secure
CoAP nessages. However, fragnentation is still possible at the DTLS
| ayer during the DTLS handshake when using ECC ci phersuites. |f
fragnentation is necessary, "DTLS provides a nechani smfor
fragnmenti ng a handshake nmessage over a nunber of records, each of

whi ch can be transmitted separately, thus avoiding IP fragnmentation”
[ RFC6347] .

CoAP and DTLS can provide proof of identity for EST-coaps clients and
server wwth sinple PKI nessages conformant to section 3.1 of

[ RFC5272] . EST-coaps supports the certificate types and Trust
Anchors (TA) that are specified for EST in section 3 of [RFC7030].

Channel - bi nding information for |inking proof-of-identity with
connecti on- based proof-of-possession is optional for EST-coaps. Wen
pr oof - of - possession is desired, a set of actions are required
regardi ng the use of tls-unique, described in section 3.5 in

[ RFC7030]. The tls-unique information translates to the contents of
the first "Finished" nessage in the TLS handshake between server and
client [RFC5929]. The client is then supposed to add this "Finished"
message as a Chal |l engePassword in the attributes section of the
PKCS#10 Request Info to prove that the client is indeed in control of
the private key at the tinme of the TLS session when performng a
/sinpleenroll, for exanple. |In the case of EST-coaps, the sane
operations can be perfornmed during the DILS handshake. In the event
of handshake nessage fragnentation, the Hash of the handshake
nmessages used in the MAC cal cul ation of the Finished nessage

PRF(mast er _secret, finished |abel, Hash(handshake nessages))
[0..verify data_l ength-1];

MUST be conputed as if each handshake nessage had been sent as a
single fragnment [RFC6347].

In a constrai ned CoAP environnment, endpoints can’t afford to
establish a DILS connection for every EST transaction.

Aut henti cating and negoti ati ng DILS keys requires resources on | ow
end endpoi nts and consunes val uabl e bandw dth. The DTLS connecti on
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SHOULD remai n open for persistent EST connections. For exanple, an
EST cacerts request that is followed by a sinpleenroll request can
use the same authenticated DILS connection. Gven that after a
successful enrollnment, it is nore |likely that a new EST transaction
w |l take place after a significant anmount of tine, the DTLS
connections SHOULD only be kept alive for EST nessages that are
relatively close to each other.

Support for Cbserve CoAP options [RFC7641] is out-of-scope for this
docurment. (Qbserve options could be used by the server to notify
clients about a change in the cacerts or csr attributes (resources)
and m ght be an area of future work.

6. Proxying

In real -world depl oynents, the EST server will not always reside
within the CoAP boundary. The EST-server can exi st outside the
constrai ned network in a non-constrai ned network that supports TLS/
HTTP. In such environnents EST-coaps is used by the client within

t he CoAP boundary and TLS is used to transport the EST nessages
out si de the CoAP boundary. A proxy entity at the edge is required to
oper ate between the CoAP environnent and the external HITP networKk.
The ESTcoaps-to-HTTPS proxy SHOULD term nate EST-coaps downstream and
initiate EST connections over TLS upstream

One possi bl e use-case, shown in one figure below, is expected to be
depl oyed in practice:

0 A proxy between any EST-client and EST-server

Constrai ned Network

| Server|over TLS | Pr oxy [

|

i

| EST |<------- >| ESTcoaps-t 0o- HTTPS| <- - --- - - - > EST Cient| |
N

|

|

ESTcoaps-to- HTTPS proxy at the CoAP boundary.
Table 1 contains the URI nmappi ng between the EST-coaps and EST the

proxy SHOULD adhere to. Section 7 of [RFC3075] and Section 3.3
define the mappi ng between EST-coaps and HITP response codes, that
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determ nes how a proxy transl ates CoAP response codes fromto HTTP
status codes. The mapping from Content-Type to nedia type is defined
in Section 8.  The conversion frombinary to BSD64 needs to be done
in the proxy. Conversion is possible because a TLS link exists

bet ween EST- coaps-to-HTTP proxy and EST server and a correspondi ng
DTLS |i nked exi sts between EST-coaps-to-HITP proxy and EST client.

Due to fragnentation of |arge nessages into bl ocks, an EST-coaps-to-
HTTP proxy SHOULD reassenbl e the BLOCKs before translating the binary
content to BSD64, and consecutively relay the nmessage upstreaminto
the HTTP environnment.

For the discovery of the EST server by the EST client in the coap
envi ronnent, the EST-coaps-to-HITP proxy MJST announce itself
according to the rules of Section 4. The avail able functions of the
proxi es MJUST be announced with as many resource paths. The discovery
of EST server in the http environnent follow the rules specified in

[ RFC7030] .

[ EDNOTE: PoP will be addressed here. ]

A proxy SHOULD aut henticate the client downstreamand it should be
aut henticated by the EST server or CA upstream The Registration
Authority (RA) is necessary to (re-)create the secure connection from
DILS to TLS and vice versa. A trust relationship needs to be pre-

est abl i shed between the proxy and the EST servers to be able to proxy
t hese connections on behalf of various clients.

[ EDNOTE: To add nore details about trust relations in this section. ]
7. Paraneters

[ EDNOTE: This section to be populated. It will address transm ssion
paraneters described in sections 4.7 and 4.8 of the CoAP draft. EST
does not inpose any uni que paraneters that affect the CoAP paraneters
in Table 2 and 3 in the CoAP draft but the ones in CoAP could be
affecting EST. For exanple, the processing delay of CAs could be

| ess then 2s, but in this case they should send a CoAP ACK every 2s
whi | e processing. |

8. | ANA Consi derations

8.1. Content-Format registry
Additions to the sub-registry "CoAP Content-Formats", within the
"CoRE Paraneters" registry are needed for the bel ow nedia types.

These can be registered either in the Expert Review range (0-255) or
| ETF Revi ew range (256-9999).
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1.

* application/pkcs7-m ne

*  Type nane: application

*  Subtype nane: pkcs7-m ne

* | D TBD1

* Required paraneters: None

*  (Optional parameters: None

* Encodi ng consi derations: binary

* Security considerations: As defined in this specification

* Published specification: [RFC5751]

* Applications that use this nedia type: EST
2.

* application/pkcs8

*  Type nane: application

*  Subtype nane: pkcs8

* ID TBD2

* Required paraneters: None

*  Optional paraneters: None

* Encodi ng consi derations: binary

* Security considerations: As defined in this specification

* Published specification: [RFC5958]

* Applications that use this nedia type: EST
3.

* application/csrattrs
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*  Type nane: application

*  Subtype nane: csrattrs

* | D TBD3

* Required paranmeters: None

*  (Optional parameters: None

* Encodi ng consi derations: binary

* Security considerations: As defined in this specification
* Published specification: [RFC7030]

* Applications that use this nedia type: EST

* application/pkcsl0

*  Type nane: application

*  Subtype nane: pkcsl0

* | D TBD4

* Required paraneters: None

* (Optional parameters: None

* Encodi ng consi derations: binary

* Security considerations: As defined in this specification

*  Published specification: [RFC5967]

* Applications that use this nedia type: EST
8.2. Resource Type registry

Additions to the sub-registry "CoAP Resource Type", within the "CoRE
Paranmeters" registry are needed for a new resource type.

0O rt="ace.est" needs registration with | ANA
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9. Security Considerations
9.1. proxy considerations

The proxy proposed in Section 6 nust be deployed wth great care, and
only when the recommended connections are inpossible.

[ EDNOTE: To add nore details about trust relations through proxies in
this section. ]

9. 2. EST server considerations

The security considerations of section 6 of [RFC7030] are only
partially valid for the purposes of this document. As HITP Basic
Aut hentication is not supported, the considerations expressed for
usi ng passwords do not apply.

G ven that the client has only imted resources and may not be able
to generate sufficiently randomkeys to encrypt its identity, it is
possi bl e that the client uses server generated private/public keys to
encrypt its certificate. The transport of these keys is inherently
risky. A full probability analysis MJUST be done to establish whether
server side key generation enhances or decreases the probability of
identity stealing.

Wien a client uses the Inplicit TA database for certificate

val idation, the client cannot verify that the inplicit data base can
act as an RA. It is RECOWENDED that such clients include "Linking
Identity and POP Information" Section 5 in requests (to prevent such
requests frombeing forwarded to a real EST server by a man in the
mddle). It is RECOWENDED that the Inplicit Trust Anchor database
used for EST server authentication be carefully managed to reduce the
chance of a third-party CA with poor certification practices from
being trusted. Disabling the Inplicit Trust Anchor database after
successfully receiving the Distribution of CA certificates response
(Section 4.1.3 of [RFC7030]) limts any vulnerability to the first
DTLS exchange.

In accordance with [ RFC7030], TLS cipher suites that include

" EXPORT_" and " _DES " in their nanes MJUST NOT be used. More

i nformati on about recommendati ons of TLS and DTLS are included in
[ RFC7525] .

As described in CMC, Section 6.7 of [RFC5272], "For keys that can be
used as signature keys, signing the certification request with the

private key serves as a POP on that key pair". The inclusion of tls-
unique in the certification request |inks the proof-of-possession to
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10.

11.

12.

12.

the TLS proof-of-identity. This inplies but does not prove that the
aut henticated client currently has access to the private key.

Regarding the CSR attributes that the CA may list for inclusion in an
enrol | nrent request, an adversary could exclude attributes that a
server may want, include attributes that a server may not want, and
render neaningless other attributes that a server may want. The CA
is expected to be able to enforce policies to recover from i nproper
CSR requests.

Interpreters of ASN. 1 structures should be aware of the use of
invalid ASN. 1 length fields and should take appropriate neasures to
guard agai nst buffer overflows, stack overruns in particular, and
mal i ci ous content in general.
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Creating CoAP headers are assuned to be generally known.
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A 1. cacerts
In EST-coaps, a coaps cacerts |Pv4 nessage can be:
CET coaps://[192.0.2.1:8085]/est/crts

The correspondi ng CoAP header fields are shown bel ow. The use of
bl ock and DTLS are worked out in Appendi x C

Vér =1
=0 (
Code = 0x01 (0.01 is CET)

Opt i ons
Optionl (Uri-Host)

Option Delta = 0x3 (option nr = 3)
Option Length = 0x9
Option Value = 192.0.2.1
Option2 (Uri-Port)
Option Delta = 0x4 (option nr = 4+3=7)

Option Length = 0Ox4
Option Val ue = 8085
Option3 (Ui -Path)
Option Delta = 0x4 (option nr = 7+4= 11)
Option Length = 0x9
Option Value = /est/crts
Payl oad = [ Enpty]

A 2.05 Content response with a cert in EST-coaps will then be:

2.05 Content (Content-Format: application/pkcs7-m ne)
{ payl oad}
with CoAP fields
Vér =1
= 2 (ACK)
dee = 0x45 (2.05 Content)
Opti ons
Optionl (Content-Fornmat)
Option Delta = OxC (option nr = 12)
Option Length = 0x2
Option Value = TBD1 (defined in this docunent)

Payl oad =
30233906092a6206734107028c2a3023260201013100300b06092a6206734107018
c0c3020bb302063c20102020900a61e75193b7acc0d06092a620673410105050030
1b31193017060355040313106573744578616d706c654341204f 774f 301e170d313
3303530393033353333315a170d3134303530393033353333315a301b3119301706
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0355040313106573744578616d706c654341204f 774f 302062300d06092a6206734
10101050003204f 0030204a022041003a923a2968baed4aael36ca4e2512¢c5200680
358482ac39d6f 640e4574e654ea35f 48b1e054c5da3372872f 7ale429f 4edf 39584
32ef b2106591d3eb783¢c1034709f 251f c86566bda2d541c792389eac4ec9el81f 4b
9f 596e5ef 2679¢cc321542b11337f 90a44df 3c85f 1516561f a968a1914f 265bc0b82
76ebe3106a790d97d34c8c37c74f e1c30b396424664ac426284a9f 602202693843
6880adf cd95c98caldf c2e6d75319b85d0458de28a9d13f b16d620f f f 7541f 6a25d
7daf 004355020301000130b040300f 0603551d130101f 10530030101f c1d0603551
d0e04160414084d321ca0135e77217a486b686b334b00e0603551d0f 0101f 104030
20106300d06092a62067341010505000320410023703b965746a0c2¢c978666d787a
94f 89b495a11f 0d369b28936ec2475c0f 0855c8e83f 823f 2b871a1d92282f 323c45
904ba008579216¢f 5223b8b1bc425a0677262047f 7700240631c17f 3035d1c3780b
2385241cbalf 4a6e98e6be6820306b3a786de5a557795d1893822347b5f 825d34a7
ad2876f 8f eba4d525b31066f 6505796f 71530003431a3e6bbf e788b4565029a7e20
ab1107677552586152d051e8eebf 383e92288983421d5¢c5652a4870c3af 74b9bdbe
d6b462e2263d30f 6d3020c330206bc20102020101300d06092a6206734101050500
301b31193017060355040313106573744578616d706c654341204f 774f 301e170d3
133303530393033353333325a170d3134303530393033353333325a301b31193017
060355040313106573744578616d706c654341204e774f 302062300d06092a62067
3410101050003204f 0030204a02204100ef 6b677a3247c1f c03d2b9baf 113e5e7el
1f 49e0421120e6b8384160f 2bf 02630ef 544d5f d0d5623b35713¢c79a7229283a790
8751a634aa420a3e2a4b1f 10519d046f 02f 5a5dd6d760c2a842356e067b7bd94338
d1f aa3b3ddd4813060a207b0a097067007e45b052b60f dbae4656e11562c4f 5abb7
bOcf 87a79d221f 1127313¢c53371cel1245d63db45a1203a23340ba08042c768d03b8
076a028d3a51d87d2ef 107bbd6f 2305¢ce5e67668724002f b726df 9¢14476¢c37deOf
55033f 192a5ad21f 9a2a71¢c20301000134b050300e0603551d0f 0101f 104030204c
1d0603551d0e04160414112966e304761732f bf e6a2c823¢c301f 0603551d2304183
0165084d321ca0135e77217a486b686b334b00d06092a6206734101050500032041
00b382ba3355a50e287bael5758b3bef f 63d34d3e357b90031495d018868e49589b
of af 46a4ad49b1d35b06ef 380106677440934663c2cc111¢c183655f 4dc41c0b3401
123d35387389db91f 1e1b4131b16¢c291d35730b3f 9b33¢c7475124851555f e5f c647
e8f d029605367¢c7e01281bf 6617110021b0d10847dce0e9f Ocabc764b6334784055
172c3983d1e3a3a82301a54f cc9b0670c543a1c747164619101f f 23b240b2a26394
c1f 7d38d0e2f 4747928ece5c34627a075a8b3122011e9d9158055¢28f 020c330206
bc20102020102300d06092a6206734101050500301b311930170603550403131065
73744578616d706c654341204e774e301e170d3133303530393033353333325a170
d3134303530393033353333325a301b31193017060355040313106573744578616d
706c654341204f 774e302062300d06092a620673410101050003204f 0030204a022
041003a923a2968baedaael36cad4e2512c5200680358482ac39d6f 640e4574e654e
a35f 48b1e054c5da3372872f 7aled29f 4edf 3958432ef b2106591d3eb783¢c103470
9f 251f c86566bda2d541c792389eac4ec9e181f 4b9f 596e5ef 2679¢cc321542b1133
7f 90a44df 3¢85f 1516561f a968a1914f 265bc0b8276ebe3106a790d97d34c8c37c7
4f e1c30b396424664ac426284a9f 6022e026938436880adf cd95¢c98caldf c2e6d75
319b85d0458de28a9d13f b16d620f f f 7541f 6a25d7daf 004355020301000134b050
300e0603551d0f 0101f 104030204¢c1d0603551d0e04160414084d321ca0135e7721
7a486b686b334b01f 0603551d230418301653112966e304761732f bf e6a2c823c30
0d06092a6206734101050500032041002e106933a443070acf 5594a3a584d08af 7e
06c295059370a06639ef f 9bd418d13bc25a298223164a6¢f 1856b11a81617282e4a
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410d82ef 086839c6€235690322763065455351e4c596acc7¢c016b225dec094706¢c2
al0608f 403b10821984c7c152343b18a768c2ad30238dc45dd653ee6092b0d5cd4c
2f 7d236043269357f 76d13f 95f b5f 00d0e19263¢c6833948elbab612ce8197af 650e2
5d882c12f 4b6b9b67252c608ef 064aca3f 9bc867d71172349d510bb7651cd438837
73d927deb41c4673020bb302063¢c201020209009b9dda3324700d06092a62067341
01050500301b31193017060355040313106573744578616d706c654341204e774e3
01e170d3133303530393033353333325a170d3134303530393033353333325a301b
31193017060355040313106573744578616d706c654341204e774e€302062300d060
92a620673410101050003204f 0030204a02204100ef 6b677a3247c1f c03d2b9baf 1
13e5e7e11f 49e0421120e6b8384160f 2bf 02630ef 544d5f d0d5623b35713c79a722
9283a7908751a634aa420a3e2a4blf 10519d046f 02f 5a5dd6d760c2a842356e067b
7bd94338d1f aa3b3ddd4813060a207b0a097067007e45b052b60f dbae4656e11562
c4f 5abb7b0cf 87a79d221f 1127313¢c53371cel245d63db45a1203a23340ba08042c
768d03b8076a028d3a51d87d2ef 107bbd6f 2305ce5e67668724002f b726df 9¢c1447
6¢c37de0f 55033f 192a5ad21f 9a2a71¢c20301000130b040300f 0603551d130101f 10
530030101f c1d0603551d0e04160414112966e304761732f bf e6a2c823¢c300e0603
551d0f 0101f 10403020106300d06092a620673410105050003204100423f 06d4b76
0f 4b42744a279035571696f 272a0060f 1325a40898509601ad14004f 652db6312al
475c4d7cd50f 4b269035585d7856¢c5337765a66b38462d5bdaa7778aab24bbe2815
e37722cd10e7166¢c50e75ab75a1271324460211991e7445a2960f 47351a1a629253
34119794b90e320bc730d6¢c1beed496e7acl25ce99alecab95a3a4c54a865e6b623¢c9
247bf d0a7¢c19b56077392555¢c955e233642bec643ae37c166c5e221d797aea3748f
0391c8d692a5cf 9bb71f 6d0e37984d6f a673a30d0c006343116f 58403100

A 2. csrattrs

In the following valid /csrattrs exchange, the EST-coaps client
authenticates itself with a certificate issued by the connected CA

The initial DTLS handshake is identical to the enroll nent exanple.
The | Pv6 CoAP GET request |ooks |ike:

REQ
GET coaps://[2001: db8::2:1]:61616/est/att

A 2.05 Content response contains attributes which are relevant for

the authenticated client. In this exanple, the EST-coaps server two

attributes that the client can ignore when they are unknown to him:
A.3. enroll / reenrol

[ EDNOTE: We m ght need a new Option for the Retry-After response

message. We mght need a new Option for the WWVAut henticate

response. |

During the Enroll/Reenroll exchange, the EST-coaps client uses a CSR
(PKCS#10) request in the POST request payl oad.
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After verification of the certificate by the server, a 2.05 Content
response with the issued certificate will be returned.

POST [2001: db8::2:1]:61616/ est/sen

(Content - Format: application/ pkcsl10)

30208530206d020100301f 311d301b0603550403131464656d6f 7374657034203
1333638313431333532302062300d06092a620673410101050003204f 0030204a
022041005d9f 4df f d3¢c5949f 646a9584367778560950b355¢35b8e34726dd3764
54231734795b4c09b9¢c6d75d408311307a81f 7adef 7f 5d241f 7d5be85620c5d44
38bbb4242cf 215¢c167f 2ccf 36c364ea2618a62f 0536576369d6304e6a96877224
7d86824f 079f aac7a6f 694cf da5b84c42087dc062d462190¢c525813f 210a036a7
37b4f 30d8891f 4b75559f b72752453146332d51¢c937557716ccec624f 5125c3a4
447ad3115020048113f ef 54ad554ee88af 09a2583aac9024075113db4990b1786
b871691e0f 02030100018701f 06092a620673410907311213102b72724369722f
372b45597535305434300d06092a620673410105050003204100441b40177a3a6
5501487735a8ad5d3827a4eaa867013920e2af cda87aa81733c7¢c0353be47elbf
a7cdab5l176e7cccb6be22ae03498588d5f 2de3b143f 2bla6175ec544e8e7625af 6b
836f d4416894c2e55ea99c6606f 69075d6d53475d410729aa6d806af bb9986¢caf
7b844b5b3e4545f 19071865ada007060cad6db26a592d4a7bda7d586b68110962
17071103407553155cddc75481e272b5ed553a8593f b7e25100a6f 7605085dab4
fc7e0731f 0e7f e305703791362d5157e92e6b5c2e3edbcadb40

RET:

2.05 Content (Content-Format: application/pkcs7-m ne)

3020f 806092a62067341070283293020e50201013100300b06092a62067341070
1830b3020c730206f c20102020115300d06092a6206734101050500301b311930
17060355040313106573744578616d706c654341204e774e301e170d313330353
0393233313535335a170d3134303530393233313535335a301f311d301b060355
0403131464656d6f 73746570342031333638313431333532302062300d06092a6
20673410101050003204f 0030204a022041005d9f 4df f d3c5949f 646295843677
78560950b355¢35b8e34726dd376454231734795b4¢c09b9¢c6d75d408311307a81
f 7adef 7f 5d241f 7d5be85620c5d4438bbb4242cf 215¢c167f 2ccf 36c364ea2618a
62f 0536576369d6304e6a968772247d86824f 079f aac7a6f 694cf da5b84c42087
dc062d462190¢c525813f 210a036a737b4f 30d8891f 4b75559f b72752453146332
d51c937557716ccec624f 5125¢c3a4447ad3115020048113f ef 54ad554ee88af 09
a2583aac9024075113db4990b1786b871691e0f 020301000134b050300e060355
1d0f 0101f 104030204¢c1d0603551d0e04160414e81d0788aa2710304c5ecd4dle
065701f 0603551d230418301653112966e304761732f bf e6a2¢c823¢c300d06092a
6206734101050500032041002910d86f 2f f eeb914c046816871de601567d291b4
3f abeeOf 0e8f f 81cea27302a7133e20e9d04029866a8963c7d14e26f be8alablb
77f bb1214bbcdc906f bc381137ec1de685f 79406c3e416b8d82f 97174bc691637
5a4elc4bf 744c7572b4b2c6bade9f b35da786392ee0d95e3970542565f 3886ad6
7746d1b12484bb02616e63302dc371dc6006e431f b7c457598dd204b367b0b3d3
258760a303f 1102db26327f 929b7¢c5a60173e€1799491b69150248756026b80553
171e4733ad3d13c0103100

[EDNOTE: If POP is used, make sure tls-unique in the CSRis a valid
HVAC out put. ]
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A. 4. serverkeygen

During this valid /serverkeygen exchange, the EST-coaps client
authenticates itself using the certificate provided by the connected
CA.

[ EDNOTE: the client incudes a CSRwith a public key that the server
shoul d ignore, so we need a content-format here. ]

[EDNote: If POP is used, nmake sure tls-unique in the CSRis a valid
HVAC out put . ]

The initial DTLS handshake is identical to the enroll nment exanple.
The CoAP CET request | ooks Iike:

POST coaps://[192.0. 2. 1:8085]/est/skg
302081302069020100305b313e303c060355040313357365727665724b6579476
56e2072657120627920636c69656e7420696e2064656d6f 207374657020313220
3133363831343139353531193017060355040513105049443a576964676574205
34e3a3130302062300d06092a620673410101050003204f 0030204a02204100f 4
df a6¢c03f 7f 2766b23776¢c333d2c0f 9d1a7a6ee36d01499bbe6f 075d1e38a57e98
eccl197f 51b75228454b7f 19652332de5e52e4a974c6ae34eldf 80b33f 15f 47d3b
cbf 76116bb0e4d3e04a9651218a476al13f c186c2a255e4065f f 7c271cf f 104e47
31f ad53c22b21ale5138bf 9ad0187314ac39445949a48805392390e78¢c7659621
6d3e61327a534f 5ea7721d2b1343¢c7362b37da502717cf c2475653c7a3860c5f 4
0612a5db6d33794d755264b6327e3a3263b149628585b85e57e42f 6b3277591b0
2030100018701f 06092a6206734109073112131064467341586d4a6e6a6f 6b427
4447672300d06092a620673410105050003204100472d11007e5a2b2c2023d47a
6d71d046¢c307701d8ebc9e47272713378390b4ee321462a3dbe54579f 5a514f 6f
4050af 497f 428189b63655d03a194ef 729f 101743e5d03f bc6aele84486d1300a
f9288724381909188c851f a9a5059802eb64449f 2a3¢c9e441353d136768da27f f
4f 277651d676a6a7e51931b08f 56135a2230891f d184960e1313e7a1la9139ed19
28196867079a456cd2266cb754a45151b7b1b939e381be333f ea61580f e5d25bf
4823dbd2d6a98445b46305¢c10637e202856611

RET:

2.05 Content (Content-Format: application/pkcs8)
30213e020100300d06092a6206734101010500042128302124020100022041003
c0bc2748f 2003e3e8ealbf 746f 2a71e83f 585412b92cf 6f 8e64de02e056153274
dd01c95dd9cf f 3112aal41774ab655¢c3d56359¢c3b3df 055294692ed848e7e30al
1bf 14e47e0693d93017022b4cdb3e6d40325356152b213¢c8b535851e681a7074c
0c6d2b60e7c32f c0336b28e743eba4e5921074d47195d3c05e43¢c527526e692d5
45e562578d2d4b5f 2191bf f 89d3eef 0222764a2674637alf 99257216647df 6704
ef ec5adbf 54dab24231844eb595875795000e673dd6862310a146ad7e31083010
001022041004e6b3f 78b7791d6377f 33117c17844531¢c81111f b8000282816264
915565bc7c3f 3f 643b537a2c69140a31c22550f a97e5132¢c61b74166b68626704
260620333050f 510096b6570f 5880e7elc15dcOcabce2b5f 187e2325dal4ab705
ad004717f 3b2f 779127b5¢c535e0ceeb6a343b502722f 2397a26126e0af 606b5aa7
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f96313511c0b7eb26354f 91b82269de62757e3def 807a6af df 83ddcbb0614bb7c
542e6975d6456554e7bd9988f bd1930cd44d0e01ee9182ca54539418653150254
ladla2al1e5021040bf ce554b642c29131e7d65455e83¢c5406d76771912f 758f 5
ee3ee36af 386f 38f f a313c0f 661880c5a2b0970485d36f 528e7f 77a2e55b4ad76
1242d1c2f 75939c8061217d31491d305d3e07d6161c43e26f 7ded4477b1811de92
33dc75b426302104015bf 48ac376f 52887813461f c54635517bch67293837053€
8cela33da7a35565a75a370dc14555b5316cb55742380350774d769d151f f 0456
0214389a232a2258326163167504cf ce44cd316f 63bb8a52da53ad4cb74f d87194
c0844881f 791f 23b0813ea0921325edd14459d41c8al1593f 04316388e40b35f ef
7d2a195a5930f ab4774427ac821leee2c62790d2c17bd192af 794c611011506557
83d4ef 22185chd83368786f 2b1e68a5a27067e321066f 0217b4b6d7971a3c21a
241366b7907187583b511102103369047e5cce0b65012200df 5ec697b5827575¢
db6821f f 299d6a69574b31ddf Of be9245ea2f 74396¢24b3a7565067e41366423b
5bdd2b2a78194094dbe333f 493d159b8e07722f 2280d48388db7f 1c9f 0633bb0e
173de2c3aalf 200af 535411¢c7090210401421e2ea217e37312dcc606f 453a6634
f 3df 4dc31a9e910614406412e70eec9247f 10672a500947a64356¢c015a845a7d1
50e2e3911a2b3b61070a73247166dal0bb45474cc97d1lec2bc392524307f 35118
f917438f 607f 18181684376e13a39e07

- - est Server Exanpl eBoundary

3020¢506092a62067341070283363020f 20201013100300b06092a62067341070
183183020d430207¢c20102020116300d06092a6206734101050500301b311930
17060355040313106573744578616d706c654341204e774e301e170d313330353
0393233323535365a170d3134303530393233323535365a302¢c312a3028060355
0403132173657276657273696465206b65792067656€657261746564207265737
06f 67365302062300d06092a620673410101050003204f 0030204a022041003c
Obc2748f 2003e3e8eals5f 746f 2a71e83f 585412b92cf 6f 8e64de02e056153274d
d01c95dd9cf f 3112aal41774ab655¢3d56359¢c3b3df 055294692ed848e7e30all
bf 14e47e0693d93017022b4cdb3e6d40325356152b213c8hb535851e681a7074c0
c6d2b60e7c32f c0336b28e743ebade5921074d47195d3c05e43¢c527526e692d54
5e562578d2d4b5f 2191bf f 89d3eef 0222764a2674637alf 99257216647df 6704e
f ecbadbf 54dab24231844eb595875795000e673dd6862310a146ad7e310830100
0134b050300e0603551d0f 0101f 104030204¢c1d0603551d0e04160414764b1bd5
€69935626e476b195ala8c1f 0603551d230418301653112966e304761732f bf €6
a2c823c300d06092a620673410105050003204100474e5100a9cdaaa813b30f 48
40340f b17e7d6d6063064a5a7f 2162301c464b5a8176623df bla4a484e618delc
3c3c5927cf 590f 4541233f f 3c251e772a9a3f 2¢c5f c6e5ef 2f e155e5e385deb846
b36eb4c3c7ef 713f 2d137ae8be4c022715f d033a818d55250f 4e6077718180755
a4f a677130da60818175cadab2af 1d15563624c51e13df dcf 381881b72327e2f 4
9b7467e631a27b5b5c7d542bd2edaf 78c0ac294f 3972278996bdf 673a334f f 74c
84aa7d65726310252f 6a4f 41281ec10ca2243864e3c5743103100

Wthout the DecryptKeyldentifier attribute, the response has no
addi ti onal encryption beyond DTLS. |[EDNOTE: Add conment about
deriving symetric keys by using the TLS KEM draft. ]

The response contains first a preanble that can be ignored. The EST-

coaps server can use the preanble to include additional explanations,
i ke ownership or support information
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Appendi x B. Encoding for server side key generation

Sever side key generation for CoAP can be inplenented efficiently
using multipart encoding

[ EDNOTE: text to be witten.]
Appendi x C. EST-coaps Bl ock nessage exanpl es

This section provides a detail ed exanpl e of the nessages using DILS
and BLOCK option Block2. The m ninum PMIU is 1280 bytes, which is
t he exanpl e val ue assuned for the DTLS datagram size. The exanple
bl ock length is taken as 64 which gives an SZX val ue of 2.

The followng is an exanple of a valid /cacerts exchange over DTLS.
The content | ength of the cacerts response in appendix A 1 of

[ RFC7030] is 4246 bytes using base64. This leads to a |l ength of 2509
bytes in binary. The CoAP nessage adds around 10 bytes, the DILS
record 29 bytes. To avoid IP fragnentation, the CoAP bl ock option is
used and an MIU of 127 is assuned to stay within one | EEE 802. 15. 4
packet. To stay below the MIU of 127, the payload is split in 39
packets with a payl oad of 64 bytes each, followed by a packet of 13
bytes. The client sends an | Pv6 packet containing the UDP datagram
with the DTLS record that encapsul ates the CoAP Request 40 ti nes.

The server returns an | Pv6 packet containing the UDP datagramw th

t he DTLS record that encapsul ates the CoAP response. The CoAP
request -response exchange with bl ock option is shown bel ow. Bl ock
option is shown in a deconposed way indicating the kind of Bl ock
option (2 in this case because used in the response) followed by a
colon, and then the bl ock nunber (NUM, the nore bit (M= 0 nmeans

| ast bl ock), and bl ock size exponent (2**(SzZX+4)) separated by

sl ashes. The Length 64 is used with SZX= 2 to avoid IP
fragnentation. The CoAP Request is sent with confirnable (CON)
option and the content format of the Response is /application/

cacerts.
GET [192.0.2.1:8085]/est/crts -->
<- - (2:0/1/39) 2.05 Content
GET URI (2:1/1/39) -->
<- - (2:1/1/39) 2.05 Content
I
|
GET URI (2:65/1/39) -->
<- - (2:65/0/39) 2.05 Content

For further detailing the CoAP headers of the first two bl ocks are
witten out.
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The header of the first GET | ooks |ike:

Ver =1

T =0 (CON

Code = 0x01 (0.1 CET)
Opt i ons

Optionl (Uri-Host)
Option Delta = 0x3 (option nr = 3)
Option Length = 0x9
Option Value = 192.0.2.1
Option2 (Uri-Port)
Option Delta = 0x4 (option nr = 3+4=7)
Option Length = Ox4
Option Val ue = 8085
Option3 (Ui -Path)
Option Delta = 0x4 (option nr = 7+4=11)
Option Length = 0x9
Option Value = /est/crts
Payl oad = [ Enpty]

The header of the first response |ooks |ike:

Ver =1
T = 2 (ACK)
Code = 0x45 (2.05 Content.)
Opti ons
Optionl (Content-Format)
Option Delta = OxC (option 12)
Option Length = 0x2
Option Val ue = TBD1
Option2 (Bl ock2)
Option Delta = OxB (option 23 = 12 + 11)
Option Length = 0Ox1
Option Val ue = Ox0A (bl ock nunmber = 0, M=1l, SZX=2)
Payl oad =
30233906092a6206734107028¢c2a3023260201013100300b06092a6206734107018
c0c3020bb302063c20102020900a61e75193b7acc0d06092a6206734101

The second Bl ock2:
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Ver =1
T = 2 (means ACK)
Code = 0x45 (2.05 Content.)
Opti ons
Opti onl (Content-Format)
Option Delta = OxC  (option 12)
Option Length = 0x2
Option Val ue = TBD1
Option2 (Bl ock2)
Option Delta = OxB (option 23 = 12 + 11)
Option Length = 0Ox1
Option Value = Ox1A (bl ock nunber = 1, M=1l, SZX=2)
Payl oad =
05050030
1b31193017060355040313106573744578616d706c654341204f 774f 301e170d313
3303530393033353333315a170d3134303530393033353333315a

The 40th and final Bl ock2:

Ver =1
T = 2 (means ACK)
Code = 0x21
Opt i ons
Optionl (Content-Format)
Option Delta = OxC  (option 12)
Option Length = 0x2
Option Val ue = TBD1
Option2 (Bl ock2)
Option Delta = OxB (option 23 = 12 + 11)
Option Length = 0x2
Option Value = 0x272 (bl ock nunber = 39, M0, SZX=2)
Payl oad = 73a30d0c006343116f 58403100
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